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Infrastructure Lead
Full Time / Permanent
£48k - £52k 
We are looking for an experienced, enthusiastic and customer-focused Infrastructure Lead to join our IT Services Team.  This varied role includes technical leadership for the College's IT infrastructure, ensuring secure, reliable and resilient delivery of network, server, cloud and core technology services.

We are looking for someone with:
· IT networking qualifications and 5+ years previous experience in an IT-based role. 
· Experience of project management across a variety of disciplines.
· Knowledge of the current cyber security landscape.
· Experience of working in an education environment would be an advantage.
· A proactive and flexible approach, with the ability to work effectively in a busy environment. 
· A commitment to safeguarding and providing an excellent experience for students and staff.

Duties and Responsibilities:
· Lead the design, maintenance and development of the College's infrastructure.
· Own infrastructure architecture, standards and documentation.
· Lead major infrastructure projects.
· Manage cloud, server, storage and backup platforms.
· Own the disaster recovery and business continuity arrangements related to IT.
· Provide third-line technical escalation.
· Manage infrastructure suppliers and contractors.
· Ensure infrastructure compliance with security standards.
· Mentor and develop technical staff.
· Laise with multiple third party suppliers and contractors.

Benefits:
· A discounted on-site gym, sports hall, fitness class, Starbucks, osteopathy and day nursery
· 5-minute walk from Ewell East Station
· Blue Light Discount
· Free online qualifications
· Free parking on-site
· Eye care voucher
· 
Nescot is graded ‘Good’ by Ofsted following its latest inspection in January 2023. Inspectors rated the College as Good in all 8 aspects. The report recognises that students “enjoy their courses and are motivated to succeed”, and benefit from “highly supportive relationships” with staff. At Nescot, we’re proud of our inclusive culture and we welcome all applications. This role is employed through Nescot Enterprises Ltd, a wholly owned subsidiary of Nescot which operates different terms and conditions. This college is a smoke-free campus—smoking and vaping are not permitted anywhere on campus.
Closing date: 8 November 2026. Please note that we reserve the right to close this vacancy early and interview suitable candidates before the closing date. Interviews are expected to take place on 12 November 2026.



Job Description

	Position Details:

	Title:
	Infrastructure Lead

	Department:
	IT Services

	Fraction:
	1FTE

	Status:
	Permanent

	Grade:
	NEL Support Grade 

	Child/Vulnerable Adult Contact:
	No



	Reporting / Department Details:

	Responsible to:
	Head of IT



  Functional links with:                       Curriculum teams, MIS, Digital Learning, Estates,
   SLT, CMT

	Job Purpose:

	
The Infrastructure Lead is responsible for the strategic and operational management of the College’s IT infrastructure, ensuring that core technology services are secure, resilient, scalable and aligned with the College’s strategic objectives. The postholder will provide technical leadership across network, server, cloud, storage, identity and endpoint technologies, overseeing the design, implementation and continuous improvement of the infrastructure estate. They will be responsible for ensuring high levels of service availability, cyber security compliance, disaster recovery preparedness and effective management of technology risks.

The role will lead the delivery of infrastructure projects and modernisation programmes, working closely with IT colleagues, suppliers and stakeholders across the College to develop technology solutions that support teaching, learning and business operations. As the senior technical specialist within the IT Services team, the Infrastructure Lead will establish technical standards, promote best practice, mentor technical staff and provide expert guidance on emerging technologies, ensuring the College maintains a secure, sustainable and future-ready technology environment.



	Main Duties and Tasks:

	
· Provide leadership and day-to-day management of the College’s infrastructure services, ensuring the delivery of secure, reliable and high-performing technology platforms.
· Lead the design, implementation, maintenance and continual improvement of the College’s server, network, cloud, storage and identity management environments.
· Develop and maintain the IT infrastructure roadmap, ensuring technology platforms support the College’s strategic objectives and future growth requirements.
· Act as the senior technical escalation point for complex infrastructure incidents, problems and service requests.
· Lead the planning and delivery of infrastructure projects, including upgrades, migrations, deployments and service improvements, ensuring they are delivered on time and within agreed budgets.
· Ensure effective cyber security controls are implemented and maintained across all infrastructure services, supporting compliance with Cyber Essentials, data protection requirements and College policies.
· Develop, maintain and regularly test disaster recovery, backup and business continuity arrangements to ensure organisational resilience.
· Establish and maintain infrastructure standards, procedures, system documentation and technical architecture diagrams.
· Monitor infrastructure performance, capacity and availability, identifying risks and opportunities for improvement and taking proactive action to address issues.
· Manage relationships with third-party suppliers, support partners and contractors, ensuring contractual obligations and service levels are achieved.
· Provide technical leadership, mentoring and knowledge sharing across the IT Services team, supporting staff development and succession planning.
· Prepare and present reports, business cases and recommendations to the Head of IT and senior stakeholders on infrastructure performance, risks, investment requirements and emerging technologies.





	
Personal Development:

	
· Participates in, and co-operates with, own Performance Review Interview to ensure that job-related targets are met and ongoing staff development in line with Nescot’s aims.
· Maintains an awareness of current trends and significant technological changes.
· To carry out Continuing Professional Development (CPD) relevant to the role, including subject or professional updates.



	Equality and Diversity and Nescot Values:

	
· It is the responsibility of the post holder to promote equality and diversity, Nescot Enterprise values and recognition of diversity throughout Nescot Enterprises.
· To follow and adhere to Nestot’s Equality and Diversity policy at all times. 
· The post holder will undertake their duties in full accordance with Nescot Enterprises’ policies and procedures relating to equality and diversity and Nescot Enterprise values.




	Safeguarding and PREVENT Responsibilities:

	
· It is the responsibility of the post holder to commit to safeguarding and promoting the welfare of students within the College.

· The post holder will undertake their duties in full accordance with Nescot Enterprises’ policies and procedures relating to safeguarding, PREVENT and promoting the welfare of students.




	Additional Duties:

	
To undertake such additional duties as may be reasonably required commensurate with the level of responsibility within Nescot Enterprises at the initial place of work or any other of the College Group sites within the area.

Occasional out-of-hours work will be needed for this role this will, where possible, be arranged in advance around the needs of the College and the individual.




	Health and Safety:

	
Under the Health & Safety at Work Act 1974, whilst at work, you must take reasonable care for your own health and safety and that of any other person who may be affected by your acts or omissions.  In addition, you must co-operate with Nescot Enterprises on health and safety and not interfere with, or misuse, anything provided for your health, safety or welfare.

Copies of Nescot Enterprises Health & Safety Policy are available on SharePoint

	Terms and Conditions of Nescot Enterprises Ltd:

	
· Please note that this is a post under Nescot Enterprises which has different terms and conditions to that of the College







	Annual Leave and Hours of Work:

	
· Full time hours of work are 37.5 hours per week, normally worked Monday – Friday 8.45 am – 5.15 pm.  Part time or casual hours will be as agreed.

· For full time staff annual leave is 25 days plus Bank Holidays plus 5 efficiency days taken at Christmas when the College is closed for 2 weeks.  Part time staff’s annual leave will be pro rata. Please note that it is expected that post holders will take their annual leave at times convenient to the department and its students, which will normally therefore be at times when students are not in College.



	Pension

	
· You have the right to join the NEST scheme and you will be automatically enrolled into the NEST Government Workplace Pension Scheme should you meet the required criteria of an eligible job holder. You may elect to opt out if you wish.



This job description is current as dated.  In consultation with the post holder it is liable to variation by the College to reflect actual, contemplated or proposed changes in or to the job.
UPDATED BY:	Head of IT             Date: October 2026

UPDATED BY:            HR                        Date: October 2026


	

	


PLEASE CONTINUE FOR PERSON SPECIFICATION



	Person Specification – Infrastructure Lead

	
	Essential
	How Identified*
	Desirable
	How Identified*

	Experience
	Educated to a high level in an IT related qualification.

Track record of managing cloud services, cyber security, and digital platforms.

Demonstrable success in leading digital transformation projects
	A



A




A
	Experience in FE or HE sector

Experience with AI and data-driven insights in education
	A/I


A/I




	Skills and Abilities
	Strong strategic planning and stakeholder engagement skills

Excellent communication skills, both technical and non-technical

Capacity to oversee ITIL-aligned service delivery and manage cyber resilience

Project planning, oversight and delivery
	A/T



A/T


A/T


A/I



A/I




A/I


A/T


A/I
	Knowledge of Mac and Linux operating systems


	A/I



A/I

	Qualifications
	Degree or equivalent qualification in IT, Computing, or related field
	A
	PRINCE2, Agile, or equivalent project management qualification

Relevant professional accreditation (e.g., MBCS, CITP, CCISO)
	A





A

	Personal Qualities
	Ability to forge and sustain good working relationships with individuals and organisations internal and external to the College to promote the interests of the College.

Ability to work under direction and proactively on personal initiative.

Ability to work individually and as part of a team sharing best practices.

Ability to analyse and synthesise information and present it clearly and precisely in a variety of forms (written and verbal) to a range of end users, students and staff.

Ability to work flexibly and often under pressure to meet deadlines and targets.

Ability to commit to a flexible approach to hours and duties.

To have a strong sense of purpose and the drive to achieve agreed goals.

Has awareness of equality and diversity and NEL Values which is promoted within your role

Commitment to continuing professional development

Commitment to safeguarding, PREVENT and promoting the welfare of learners 

The required health and physical capacity to carry out the relevant administrative activities, after NEL has made such adjustments as may be required under the disability provisions of the Equality Act 2010

Commitment to energy management and sustainability
	I








I



A/I



I







I




I



A/I



A/I




I



I




M









I
	
	

	KEY

	A = Application Form
	I = Interview
	O = Observed Teaching   Session
	T = Test
	M = Medical Questionnaire
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If you have any queries please do not hesitate to contact us on jobs@nescot.ac.uk





